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1.0 Summary 

Recent increases in cyber attacks and identity theft make the Internet seem like a daunting place. 

Cyber attacks can lead to a severe and rising threat to our society as economic and 

communication infrastructures heavily depend on computer networks and information 

technology. The target of cyber attacks can be anyone from individuals to firms or government 

agencies. Growing cyber security concerns require more effective defense mechanisms to 

counter these threats. 

Our premise in this report is that game theory can help answer the question of how a defender 

should react to an attacker for the goal of providing cyber security. The strategic interaction 

between them is captured by a two-player game in which each player attempts to maximize their 

own interest. The attacker’s strategy depends heavily on the defender’s actions, and vice versa. 

Thus, the effectiveness of a defense mechanism relies on both the defender’s and attacker’s 

strategic behaviors. Using the game theoretic approach, tactical analysis is performed to 

investigate the attack from a single node or multiple nodes. Hence, game theory is useful to 

investigate the strategic decision making situations of the defender and/or to analyze the 

incentives of the attackers. Game theoretical approaches overcome traditional solutions to cyber 

security in many aspects, as follows: 

1) Proven mathematics: Most conventional security solutions, which are implemented either in

preventive devices (e.g., firewall or in reactive device (e.g., an anti-virus programs), rely only

on heuristics. However, game theory can investigate security decisions in a methodical

manner with proven mathematics.

2) Reliable defense: Relying on an analytical outcome from the game, researchers can design

defense mechanisms for robust and reliable cyber systems against selfish behaviors (or

attacks) by malicious users/nodes.

3) Timely action: While adoption of the traditional security solution is rather slow due to the

lack of incentives for participants, game-theoretic approaches advocate for defenders by

using underlying incentive mechanisms to allocate limited resources to balance perceived

risks.

4) Distributed solutions: Most conventional defense mechanisms make decisions in a

centralized manner rather than in an individualized (or distributed) manner. In a network

Approved for Public Release; Distribution Unlimited.
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security game, the centralized manner is almost an impossible solution due to the lack of a 

coordinator in an autonomous system. Using appropriate game models, security solutions 

will be implemented in distributed manners. 

These above reasons make the game theory paradigm of compelling interest in cyber security 

problems. In this report, we present our contribution to game theory applied to cyber security. 

2.0 Introduction 

Interest in using the game theoretic approach to address network security challenges has 

increased in recent years. In general, the attacker focuses on causing maximum corruption to 

cyberspace while the defender aims to minimize the damage. The attacker’s objective is 

conflicting to the defender’s one, which supports the application of the game theoretic approach 

to study cyber security issues. 

We provide the fundamental concept of game theory and provide a few critical considerations 

when designing and implementing game theoretic approaches for cyber security. Different types 

of game-theoretic approaches can model the interaction between malicious attackers and 

defenders (e.g., static/dynamic, noncooperative/cooperative, incomplete/complete information 

games and perfect/imperfect information). The network security game can be formulated as a 

Bayesian game, a static game, a repeated game or stochastic game. We present some major 

aspects that classifies security games in different ways, and some game approaches assigned to 

the respective classification as follows. 

• Complete versus incomplete information: In a complete information game, all players’ payoff

function and strategies are known. However, in an incomplete information game, at least one of 

the players cannot observe the others’ payoff functions and strategies. 

• Static or dynamic (based on the number of stages): In a static game (one stage game), the

players are assumed to make their decision at the same time. A dynamic game can be defined as 

a game having many stages. Backward-induction is a typical approach to achieve a subgame-

perfect-equilibrium, a common solution of a dynamic game. The players can repeat a static game 

in a finite or infinite number of stages. 

A stochastic game is also derived from dynamic games. In stochastic games, the transition from 

one stage to another stage follows transition probabilities. The stage game can change randomly 

or deterministically from time-to-time depending on the history of a fixed set of players. In 
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general, the probability of the current state relies on the previous state and the players’ behaviors. 

When the current state is independent of the previous state and players’ actions, the stochastic 

game becomes a repeated game with random states. 

A particular kind of stochastic game is the Markov game, in which a transition relies upon only 

the current states of the game and a set of players’ strategies. Each player then may receive a 

different payoff/utility function and aims to increase the expected summation of discounted 

payoff. The process of states in the Markov game is a Markov process; that is, the probability 

distribution on the next state is determined only by the previous state and actions. We can obtain 

Nash equilibria of a Markov game using the solution of a chain of Markov-decision processes. 

• Perfect or imperfect monitoring: A game is called a perfect monitoring game if, each player

can find out the strategies chosen by other players at the end of each stage. In a perfect 

monitoring game, each player precisely observes the past action of all other players without any 

ambiguity when the player takes its move. On the other hand, in a game of imperfect monitoring, 

the actions of other players cannot be accurately observed at the end of each stage, thus, players 

have only noisy observation about the past actions of the others. 

• Evolutionary game theory analyzes the population change over a long period. Similar to

biology, selection and mutation are primary processes. While selection promotes some varieties 

over others, mutation diversifies the population. In game theory, players are assumed to be 

rational, but the assumption of rationality is relaxed in evolutionary game theory. This means 

that a small group of mutants can perform some irrational strategies in the evolutionary game. In 

a large population, players are not assumed to have common knowledge of the game. Players 

aim to maximize their self-interest or the average number of survival off-spring. The common 

equilibrium solution in evolutionary game theory is evolutionary stable strategy (ESS) that can 

resists mutation. Thus, a population can be stable over a long period if players choose to play an 

ESS.  

• Noncooperative versus Cooperative. In a noncooperative game-theoretic approach, players

choose a strategy to optimize their own interest. On the other hand, cooperative game players 

have joint strategies to achieve mutual benefits in a cooperative game. Further, players form a 

coalition to maximize a common objective of the coalition. To ensure that no players incentivize 

to change their coalition, an equilibrium of a coalition game should be resistant to the action of 

departing from an established solution of the game by any group of players. 

Approved for Public Release; Distribution Unlimited.
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Table I: Cyber Security Game Classification 

Questions Ans-

wers 

Types of Game Remarks 

Are the rules of the game already in 

place? 

Yes Game theory model 

No Mechanism design 

principle 

Are the players rational? Yes Game theory model 

No Evolutionary game 

model 

Population of players, replicator 

dynamic evolutionary stable 

strategy 

Can the contract or agreement between 

the players be enforced? 

Yes Cooperative game Solution concepts: Core, Kernel, 

Nucleolus, Shapley value 

No Non-cooperative game Solution concepts: Nash 

equilibrium 

Does the payoff depend only on the 

strategy and not the identity of players? 

Yes Symmetric game 

No Asymmetric game 

Does a player benefit only at the equal 

expense of others? 

Yes Zero-sum game Frequent in military application, 

pure conflict 

No Non zero-sum game Frequent in civilian application, 

opportunity of cooperation for 

mutual benefit 

Are all players moving simultaneously or 

are later players not aware of earlier 

player move? 

Yes Simultaneous game 

No Sequential game 

Do all players know the moves previously 

made by all other players? 

Yes Perfect information Only sequential game can be of 

perfect information 

No Imperfect information 

Does every player know the strategies and 

payoffs available to the other players? 

Yes Complete information 

No Incomplete information 

Does the game have finite number of 

players, moves, events, outcomes? 

Yes Discrete game 

No Continuous game Differential game 

Is the game static or one-shot? Yes Static game 

No Dynamic game (see A) 

(A) Is the same stage game repeated? Yes Repeated game (see B) 

No Stochastic game 

(B) Do the players have perfect 

observability of others’ past action? 

Yes Perfect monitoring 

game 

No Imperfect monitoring 

game (see C) 

(C) Is the signal of past plays, however 

imprecise and noisy, invariably observed 

by all players? 

Yes Imperfect public 

monitoring 

Players’ signal perfectly 

correlated 

No Imperfect private 

monitoring (see D) 

Players’ observe different signal 

of past plays. In the extreme 

case, players’ signals are 

conditionally independent  

(D) Do players, in their selfish 

optimization, need to infer the private 

history of other players based on their 

own imperfect observation? 

Yes Belief based 

equilibrium 

No Belief-free equilibrium Easily tractable 
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We created Table I to summarize the different classifications of cyber security games. We 

contend that game theory is a mature theoretical framework that enables the modeling of several 

realistic scenarios. More details can be found in our survey [28] and the AFRL Inspire talk [29]. 

The goal of this research is to advance game theory as a scientific foundation to cyber security 

and survivability. We model the behavior of an intelligent adversary in cyberspace while finding 

the best responses to their malicious actions.  

3.0 Methods, Assumptions, and Procedures 

Game theory provides a rich mathematical tool to analyze conflict within strategic interactions 

and thereby gain a deeper understanding of cyber security issues. Theoretical constructs or 

mathematical abstractions provide a rigorous scientific basis for cyber security because they 

allow for reasoning quantitatively about cyber-attacks. Game theory is the branch of applied 

mathematics that formalizes strategic interaction among intelligent rational agents. The level of 

sophistication of recent cyber-attacks justifies our assumption of attacker rationality and thus the 

need of an intelligent defence mechanism based on game theory. This work has applied game 

theory to numerous cyber security problems: cloud security, cyber threat information sharing, 

survivability, hardware Trojans, critical infrastructure protection, Online Social Network (OSN), 

and cyber security monitoring. When appropriate, we have expanded game theoretic frameworks 

to apply contract theory, evolutionary game theory (to account for limited rationality), and 

machine learning when there is little information about attackers’ strategies and payoffs. 

This research summary presents our 28 most relevant papers organized around 10 subsections. 

The results from each paper have been peer-reviewed and published in international journals or 

at international conferences during the three years of this project. There are more than 60 papers 

published as the result of this effort. 

3.1 Game theory applied to cloud security 

This subsection focuses on game theory applied to cloud security including Trusted Cloud [1], 

security interdependency [2], security-aware virtual machine allocation [3-4], and cyber-threats 

information sharing in cloud computing [5]. The work in [3] also resulted in a patent application 

[4] and the development of a security-aware virtual machine allocation simulator.  

Approved for Public Release; Distribution Unlimited.
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3.1.1 On the Feasibility of an Open-Implementation Cloud Infrastructure: A Game 

Theoretic Analysis [1]. 

Trusting a cloud infrastructure is a hard problem, which urgently needs effective solutions. There 

are increasing demands for switching to the cloud in the sectors of financial, healthcare, or 

government etc., where data security protections are among the highest priorities. But most of 

them are left unsatisfied, due to the current cloud infrastructures’ lack of provable 

trustworthiness. Trusted Computing (TC) technologies implement effective mechanisms for 

attesting to the genuine behaviors of a software platform. Integrating TC with cloud 

infrastructure shows a promising method for verifying the cloud’s behaviors, which may in turn 

facilitate provable trustworthiness. However, the side effect of TC also brings concerns: 

exhibiting genuine behaviors might attract targeted attacks. Consequently, current Trusted Cloud 

proposals only integrate limited TC capabilities, which hampers the effective and practical trust 

establishment. 

In this research, we aim to justify the benefits of a fully Open-Implementation cloud 

infrastructure, which means that the cloud’s implementation and configuration details can be 

inspected by both the legitimate and malicious cloud users. We applied game theoretic analysis 

to discover the new dynamics formed between the Cloud Service Provider (CSP) and cloud 

users, when the Open-Implementation strategy is introduced. We conclude that, even though 

Open-Implementation cloud may facilitate attacks, vulnerabilities or misconfiguration are easier 

to discover, which in turn reduces the total security threats. Also, cyber threat monitoring and 

sharing are made easier in an Open-Implementation cloud. More importantly, the cloud’s 

provable trustworthiness will attract more legitimate users, which increases CSP’s revenue and 

helps lowering the price. This eventually creates a virtuous cycle, which will benefit both the 

CSP and legitimate users. 

3.1.2 Game Theoretic Modeling of Security and Interdependency in a Public Cloud [2]. 

As cloud computing thrives, many small organizations are joining a public cloud to take 

advantage of its multiple benefits. Cloud computing is cost efficient (i.e., cloud user can reduce 

spending on technology infrastructure and have easy access to their information without up-front 

Approved for Public Release; Distribution Unlimited.
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or long-term commitment of resources). Moreover, a cloud user can dynamically grow and 

shrink the resources provisioned to an application on demand. Despite those benefits, cyber 

security concern is the main reason many large organizations with sensitive information such as 

the Department of Defense have been reluctant to join a public cloud. This is because different 

public cloud users share a common platform such as the hypervisor. A common platform 

intensifies the well-known problem of cyber security interdependency [2-4]. In fact, an attacker 

can compromise a virtual machine (VM) to launch an attack on the hypervisor which if 

compromised can instantly yield the compromising of all the VMs running on top of that 

hypervisor. Therefore, a user that does not invest in cyber security imposes a negative externality 

on others. This research uses the mathematical framework of game theory to analyze the cause 

and effect of interdependency in a public cloud platform. This work shows that there are multiple 

possible Nash equilibria of the public cloud security game. However, the players use a specific 

Nash equilibrium profile depending on the probability that the hypervisor is compromised given 

a successful attack on a user and the total expense required to invest in security. Finally, there is 

no Nash equilibrium in which all the users in a public cloud will fully invest in security. 

3.1.3 Security-aware Virtual Machine Allocation in the Cloud: A Game Theoretic 

Approach [3].  

This work forms the basis of the patent application in [4]. 

With the growth of cloud computing, many businesses, both small and large, are opting to use 

cloud services compelled by a great cost savings potential. This is especially true of public cloud 

computing which allows for quick, dynamic scalability without many overhead or long-term 

commitments.  However, one of the largest dissuasions from using cloud services comes from 

the inherent and unknown danger of a shared platform such as the hypervisor. An attacker can 

attack a virtual machine (VM) and then go on to compromise the hypervisor. If successful, then 

all virtual machines on that hypervisor can become compromised. This is the problem of 

negative externalities, where the security of one player affects the security of another. This work 

shows that there are multiple Nash equilibria for the public cloud security game. It also 

demonstrates that we can allow the players’ Nash equilibrium profile to not be dependent on the 
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probability that the hypervisor is compromised, reducing the factor externality plays in 

calculating the equilibrium. Finally, by using our allocation method, the negative externality 

imposed onto other players can be brought to a minimum compared to other common VM 

allocation methods. 

3.1.4 Cyber-threats Information Sharing in Cloud Computing: A game Theoretic 

Approach [5]. 

Cyber security is among the highest priorities in industries, academia and governments. Cyber-

threats information sharing among different organizations has the potential to maximize 

discovery of vulnerabilities at a minimum cost. Cyber-threats information sharing has several 

advantages. First, it diminishes the chance that an attacker exploits the same vulnerability to 

launch multiple attacks in different organizations. Second, it reduces the likelihood that an 

attacker can compromise an organization and collect data that will help him launch an attack on 

other organizations. Cyberspace has numerous interconnections and critical infrastructure owners 

are dependent on each others’ service. This well-known problem of cyber interdependency is 

aggravated in a public cloud computing platform. The collaborative effort of organizations in 

developing a countermeasure for a cyber-breach reduces each firm’s cost of investment in cyber 

defense.  

Despite its multiple advantages, there are costs and risks associated with cyber-threats 

information sharing. When a firm shares its vulnerabilities with others there is a risk that these 

vulnerabilities are leaked to the public (or to attackers) resulting in loss of reputation, market 

share and revenue. Therefore, in this strategic environment the firms committed to share cyber-

threats information might not truthfully share information due to their own self-interests. 

Moreover, some firms acting selfishly may rationally limit their cyber security investment and 

rely on information shared by others to protect themselves. This can result in under investment in 

cyber security if all participants adopt the same strategy. 

This research uses game theory to investigate when multiple self-interested firms can invest in 

vulnerability discovery and share their cyber-threat information. We apply our algorithm to a 

public cloud computing platform as one of the fastest growing segments of the cyberspace. 

Approved for Public Release; Distribution Unlimited.
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3.2 Game theory applied to cyber threat information sharing 

This subsection applies game theory to cyber threat information sharing [5-9]. Cyber threat 

information sharing is a timely research topic.  The US Senate passed the Cybersecurity 

Information Sharing Act (CISA) on October 2015. The law would allow the sharing of Internet 

traffic information between the U.S. government and technology and manufacturing companies. 

The actual means of implementing this sharing is a timely research topic that we are applying 

game theory to. 

3.2.1 Establishing evolutionary game models for CYBer security information EXchange 

(CYBEX) [6]. 

The initiative to protect critical resources against cyber-attacks requires security investments 

complemented with a collaborative sharing effort from every organization. A CYBersecurity 

information EXchange (CYBEX) framework is required to facilitate cyber-threat intelligence 

(CTI) sharing among the organizations to abate the impact of cyber-attacks. In this research, we 

present an evolutionary game theoretic framework to investigate the economic benefits of 

cybersecurity information sharing and analyze the impacts and consequences of not participating 

in the game. By using micro-economic theory as a substrate, we model this framework as a 

human-society inspired evolutionary game among the organizations and investigate the 

implications of information sharing. Using our proposed dynamic cost adaptation scheme and 

distributed learning heuristic, organizations are induced toward adopting the evolutionary stable 

strategy of participating in the sharing framework. We also extend the evolutionary analysis to 

understand sharing nature of participants in a heterogeneous information exchange environment. 

The preliminary version of this work was published in [7]. 

3.2.2 Cyber-Investment and Cyber-Information Exchange Decision Modeling [8]. 

Inefficiency of addressing cybersecurity problems can be settled by the corporations if they work 

in a collaborative manner exchanging security information with each other. However, without 

any incentive and also due to the possibility of information exploitation, the firms may not be 
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willing to cooperate to share their breach/vulnerability information with the external agencies. 

Hence it is crucial to investigate how the firms can be incentivized and encouraged, so that they 

become self-enforced towards participating and sharing their vulnerability information to 

increase not only their own payoff but also to increase their peers’ payoff. This yields  a win-win 

situation. In this work, we study the incentives and costs behind such crucial information sharing 

and security investments made by the firms. Specifically, a non-cooperative game between N 

firms is formulated to analyze the participating firms’ decisions about the information sharing 

and security investments, which are the important parameters that affect the possibility of future 

cyber-attacks. We analyze the probability of successful cyber-attack using the famous dose-

response immunity model. Using the negative definite Hessian condition, we find the conditions 

under which the optimal values of coupled constraint tuple (security investment and sharing 

quantity) can be found that will maximize the net payoff of the firms. The numerical results also 

verify the existence of a Nash equilibrium for the optimization problem. 

3.2.3 Game Theoretic Modeling to Enforce Security Information Sharing among Firms [9]. 

Robust cybersecurity information sharing infrastructure is needed to protect the confidential 

information of the firms from future cyber-attacks which can be difficult to achieve via sole 

effort. The executive orders from the U.S. federal government clearly encourage the firms to 

share their cybersecurity breach and patch related information among other federal and private 

firms for strengthening the nation’s security infrastructure. In this work, we present a game 

theoretic framework to investigate the economic benefits of breach-related information sharing 

and analyze the impacts and consequences of not participating in the game of information 

exchange. Considering the security investment and breach sharing intention of a firm are the 

critical decision parameters for future cyber defence.  We model the information exchange 

framework as a distributed non-cooperative game among the firms and investigate the 

implications of information sharing and security investments. The proposed incentive model 

ensures and self-enforces the firms to share their breach information truthfully for maximization 

of its gross utility with an initial security investment. Theoretical analysis of the incentive 

framework has been conducted to find the conditions of self-enforcement for sharing more 

security information with each other. Simulation results depict that the proposed mechanism 
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promotes information exchange among the firms which also helps to relieve their total security 

technology investment in the long run. 

3.3 Game theory applied to cyber survivability 

This subsection applies game theory to cyber survivability [10-15]. Our main motivation for 

applying game theory is explained in Bridging Fault Tolerance and Game Theory for Assuring 

Cyberspace [10]. Our survivability mechanism is based on replication of mission essential 

functions and diversity [11-14]. Diversity diminishes the likelihood of a single malware to infect 

all the system. We have built a Cyber Survive and Recover Simulator to illustrate cyber diversity 

in a game theoretic framework. 

3.3.1 Survivability in Cyberspace using Diverse Replicas: A Game Theoretic Approach 

[11]. 

Presented to the Air Force Scientific Advisory Board, December 2013, Rome NY 

Today, most system and network operators in an organization (academic institute, industry lab, 

government facility) deploy fairly homogenous systems primarily because of it makes the 

following activities easier:  maintenance, monitoring and upgrades. Homogeneity could also 

provide advantages to the software systems, configuration files, security protection mechanisms, 

hardware or device level, and network interfaces. However, such a homogenous environment 

also facilitates attackers in concentrating their efforts on just a few types of systems. If the 

attackers are successful in finding any vulnerability, then they can exploit that to launch an attack 

that can potentially affect a large number of systems. Thus homogeneity acts as a catalyst that 

enhances the asymmetric advantages that attackers enjoy today. For example, in May 2012, the 

Flame virus was declared the most complex malware ever written by researchers at Kaspersky 

Labs after infecting approximately 1000 machines primarily located in Middle Eastern countries. 

Flame exploited a flaw in the Microsoft certificate licensing service to propagate and used 

several novel schemes to avoid detection and gather usage data illicitly. The success of the Flame 

virus was accelerated by the fact that most computers run identical software to Microsoft. 
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One of the ways to impede attackers is to make the expected payoff much lower than the cost of 

launching attacks. It is to be noted that attackers would like to use the best possible and most 

efficient strategies to inflict the maximum damage. Thus, attackers can be discouraged by 

diversifying the technologies that the systems use. This is because a typical attack exploits a 

specific vulnerability and different systems are not likely to be affected. For example, if systems 

were different, the attackers would have to explore additional vulnerabilities as a vulnerability in 

one system might not exist in other systems. This diversity would cause impediments for the 

attackers in two ways: 1.) by increasing their effort required to infect systems, and 2.) by 

reducing the number of systems that could be infected because of the additional efforts required. 

In summary, the more diversity is introduced in a system, the less will be the attacker’s payoff 

from exploiting a system’s vulnerability. In either case, the return on investment is reduced, 

making it less profitable to attack. 

The main contribution of this work is to provide an analytical modelling of replicas diversity for 

critical mission survival using game theory. This research shows that the more dangerous 

vulnerabilities (that affect more replicas) in a system are sometimes less likely to be exploited. 

The attacker may be better off exploiting small vulnerabilities because they will be less protected 

by the defender. 

In the future, we will consider incomplete-information games in which the attacker skill level is 

not common knowledge but private information. Future work will also look into the case that the 

attacker can simultaneously exploit multiple vulnerabilities while the defender can also 

simultaneously protect against several vulnerabilities. 

3.3.2 Replication and Diversity for Survivability in Cyberspace: A Game Theoretic 

Approach [12]. 

An effective defense-in-depth avoids a large percentage of threats and defeats those threats that 

turn into attacks. When an attack evades detection, is not defeated, and disrupts systems and 

networks, the defensive priority turns to survival and mission assurance. In this context, mission 

assurance seeks to ensure that critical mission essential functions (MEFs) survive and fight 

through the attacks against the underlying cyber infrastructure.  Survivability represents the 

quantified ability of a system, subsystem, equipment, process, or procedure to function 
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continually during and after a disturbance. US Air Force systems carry varying survivability 

requirements depending on MEF’s criticality and protection conditions. Almost invariably, 

however, replication of a subsystem, equipment, process, or procedure is necessary to meet a 

system’s survivability requirements. Therefore, the degree of replication within a system can be 

paramount for MEF’s survival. Moreover, diversity will prevent the same fault or attack from 

damaging all the replicas so that they can continue the mission. This research shows that the 

more dangerous vulnerabilities (that affect more replicas) in a system are sometimes less likely 

to be exploited. In fact, diversity always gives extra challenges to attackers. This work uses the 

mathematical framework of game theory to show the significance of replica diversity for mission 

survival in cyberspace. 

3.3.3 Diversity and System Security: A Game Theoretic Perspective [13]. 

It has been argued that systems that are comprised of similar components (i.e., a monoculture) 

are more prone to attacks than a system that exhibits diversity. But it is not currently clear how 

much diversity is needed and how to leverage the underlying diversity in the design space. Here 

we attempt to study these issues using a game theoretic model comprised of networked systems 

and an attacker. The model illustrates how the concept of the Nash Equilibrium provides a 

theoretical framework for designing strategic security solutions and how the mixed strategy 

solution space provides a conceptual basis for defining optimal randomization techniques that 

can exploit the underlying diversity. This work also studies how strategic behavior influences the 

diversity and vulnerability of an overall system. Simulation results provide further insights into 

the effectiveness of our solution approach and the dynamics of strategic interaction in the context 

of system security. 

3.3.4 CSRS: Cyber Survive and Recover Simulator [14]. 

We present a game theoretic model to analyze strategic attack-defense scenarios as well as 

present our research and development effort to develop a software tool that facilitates analysis of 

strategic use of redundancy and diversity techniques for cyber survivability and recoverability by 

leveraging the developed game theoretic model. The simulator shows the potential of using game 
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theoretic approaches for exploiting diversity for cyber survivability. The game theoretic model 

illustrates how the concept of the Nash Equilibrium provides a theoretical framework for 

designing strategic security solutions and how the mixed strategy solution space provides a 

conceptual basis for defining optimal randomization techniques that can exploit the underlying 

diversity. The simulator provides capabilities to simulate various attack-defense scenarios, 

analyze defense tactics, and provide feasible security solutions to help adopt appropriate defense 

strategies. 

3.3.5 Improving System Reliability Against Rational Attacks Under Given Resources [15]. 

System reliability has always been a challenging issue for many systems. In order to achieve 

high reliability, redundancy and voting schemes are often used to tolerate unintentional 

component failures. For unintentional failures caused by, for instance, normal wear-outs, 

hardware failures, or software bugs, etc., adding more redundancies often improves a system's 

reliability. However, when attack-caused failures exist, the number of redundant components and 

the number of participating voting entities may not be positively proportional to system 

reliability. In this work, we study system reliability and system defense strategies when the 

system is under rational attacks. In particular, we analyze how defense and attack strategies may 

impact system reliability when both the defender and attacker are given a fixed amount of 

resources that can only be used for adding camouflaging components or enhancing existing 

components' cyber protection by defenders, or selecting a subset of components to attack by 

attackers, respectively. We use a game theoretic framework to present an algorithm to decide the 

optimal defense strategy in fighting against rational attacks. 

The main contributions of this work are: 1) formal analysis of the relationship between attack 

and defense strategy, and how they affect system reliability; 2) development of an algorithm to 

determine the optimal defense strategy against rational attacks; and 3) an experimental study of 

how the defense and attack resources impact the defender’s strategy. 

In this work, we only considered that components can be compromised while the communication 

channel for the voting protocol is reliable. However, in reality, communication channels played 

an important role when it comes to the system reliability, often times they are the target of 

attacks. When network reliability was taken into consideration, less communication in reaching a 
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consensus could imply higher reliability of the consensus; on the other hand, fewer voting 

participants (less communication) could result in lower reliability. It becomes more complicated 

when intentional attacks existed. Hence, our next step is to include the communication channel 

into the system model and investigate how the communication channel affects system reliability 

and defense strategy. 

3.4 A Game-Theoretic Approach for Testing for Hardware Trojans [16] 

Won the AFRL's Information Directorate Fred I. Diamond Award “for the best technical paper 

published … in a refereed journal” 

The microcircuit industry is witnessing a massive outsourcing of the fabrication of ICs 

(Integrated Circuit), as well as the use of third party IP (Intellectual Property) and COTS 

(Commercial Off-The-Shelf) tools during IC design. These issues raise new security challenges 

and threats. In particular, it brings up multiple opportunities for the insertion of malicious logic, 

commonly referred to as a hardware Trojan, in the IC. Testing is typically used along the IC 

development lifecycle to verify the functional correctness of a given chip. However, the 

complexity of modern ICs, together with resource and time limitations, makes exhaustive testing 

commonly unfeasible. In this work, we propose a game-theoretic approach for testing digital 

circuits that takes into account the decision-making process of intelligent attackers responsible 

for the infection of ICs with hardware Trojans. Testing for hardware Trojans is modeled as a 

zero-sum game between malicious manufacturers or designers (i.e., the attacker) who want to 

insert Trojans, and testers (i.e., the defender) whose goal is to detect the Trojans. The game 

results in multiple possible mixed strategy Nash equilibria that allow identification of optimum 

test sets that increase the probability of detecting and defeating hardware Trojans in digital logic. 

Results also show that the minimum number of Trojan classes tested by the defender and the 

fines imposed to the attacker can deter rational as well as irrational attackers from infecting 

circuits with Trojans. 

The preliminary version of this work was published in [17]. This game model is expanded in 

[27] based on the robust behavioral framework of prospect theory (PT) which allows to capture 

potential uncertainty, risk, and irrational behavior in the decision making of both attacker and 
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defender. We used the results from this work to design a Hardware Trojans Detection simulator 

based on game theoretic principles. Further, this line of research was expanded to submit an 

AFOSR in-house basic research proposal Design Engineering That Overcomes Unwanted 

Replacements (DETOUR) which is recommended for funding (pending funding availability) at 

$600K for the next 3 years. DETOUR combats the deceptive digital logic (DDL) that undermine 

the most software-enhance legacy systems. DETOUR proactively reprogram a single structured 

Application Specific Integrated Circuit (ASIC) to mimic the need-to-replace legacy IC as well as 

neighboring ICs that are likely nearing EOL. DETOUR also apply state-of-the-art ASICs that 

integrate fixed logic circuitry with reconfigurable fabric. Also, DETOUR allows us to mimic, 

both physically and virtually, multiple ICs on a board.  DETOUR introduce replication and 

design diversity within the ASIC to ensure faithful capturing of the legacy ICs’ functionality and 

to enhance system fault-tolerance. 

From this project insights were gained into hardware security and trust - in particular, combating 

hardware Trojans. These activities have reached a level that warranted consolidation of the 

knowledge into an offering for the Advanced Course in Engineering (ACE) [18] to consider 

incorporating into its academic and training curriculum. The PI and co-PI were spurred by the 

ACE's record of having transitioned its R&D efforts to over 24 different US government 

customers in the past 6 years alone with some customers have operationalized numerous 

deliverables within weeks of receipt. Academic instruction in cutting edge concepts and research 

in combating hardware Trojans is envisioned as a key part of the successful preparation of future 

cyber leaders and useful R&D deliverables produced by the ACE. The PI and co-PI prepared a 

course in combating hardware Trojans to the ACE Leadership directly meet the requirement to 

incorporate a security focused hardware module into the larger cyber-security academic and 

training curriculum. 

3.5 Game theory applied to secure Online Social Network (OSN) 

3.5.1 Social network attack simulation with honeytokens [19]. 

In the social media era, the ever-increasing utility of Online Social Networks (OSN) services 

provides a variety of benefits to users, organizations, and service providers. However, OSN 

services also introduce new threats and privacy issues regarding the data they are dealing with. 
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For instance, in a reliable OSN service, a user should be able to set up his desired level of 

information sharing and securely manage sensitive data. Currently, few approaches exist that can 

model OSNs for the purpose, let alone a model the effects that attackers can have on these 

networks. In this work a novel OSN modeling approach is presented to fill the gap. This model is 

based on an innovative game-theoretic approach and it is analyzed both from a theoretical and 

simulation-oriented view. The game-theoretic model is implemented to analyze several attack 

scenarios. Honeytokens, which are an information security tool based upon deception, are 

defined and identified as a security tool that could help in OSN security. As the results show, 

there are several scenarios where OSN services are very vulnerable and hence more protection 

mechanisms should be provided to secure the data contained across these networks, including the 

use of honeytokens. In this work we introduce a novel OSN modeling approach for optimal data 

sharing based on innovative game theories, considering the states/optimal policies of data 

sharing on OSNs and possible confrontations between the attacker and the user. After we 

develop the theoretical framework, we conduct experiments, integrating our ideas with 

honeytokens in several attack scenarios. Finally, we analyze our experimental results and discuss 

recommendations based on the results. 

The conference paper stemming from this work won an IEEE Best Paper Award at FOSINT-SI 

2013 [20]. 

3.5.2 Trusted Online Social Network (OSN) services with optimal data management [21]. 

Online Social Network (OSN) services have rapidly grown into a wide network and offer users a 

variety of benefits. However, they also bring new threats and privacy issues to the community. 

Unfortunately, there are attackers that attempt to expose OSN users’ private information or 

conceal the information that the user desire to share with other users. Therefore, in this research 

we develop a framework that can provide trusted data management in OSN services. We first 

define the data types in OSN services and the states of shared data with respect to Optimal, 

Under-shared, Over-shared, and Hybrid states. We also identify the facilitating, detracting, and 

preventive parameters that are responsible for the state transition of the data. In a reliable OSN 

service, we address that a user should be able to set up his or her desired level of information 

sharing with a certain group of other users. However, it is not always clear to the ordinary users 
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how to determine how much information they should reveal to others. In order to support such a 

decision, we propose an approach for helping OSN users to determine their optimum levels of 

information sharing, taking into consideration the payoffs (potential Reward or Cost) based on 

the Markov decision process (MDP). As an extension of the MDP-based approach, we also 

introduce a game theoretic approach, considering the interactions of OSN users and attackers 

with conflicting interests whose decisions affect each other’s. Finally, after developing the 

framework for the optimal data sharing on OSNs, we conduct several experiments with attack 

simulation based on the proposed ideas and discuss the results. Our proposed approach has the 

capability to allow a large amount of variables to be altered to suit particular setups that an 

organization might have. 

3.6 Contract-Theoretic Resource Allocation for Critical Infrastructure Protection [22] 

Critical infrastructure protection (CIP) is envisioned to be one of the most challenging security 

problems in the coming decade. One key challenge in CIP is the ability to allocate resources, 

either personnel or cyber, to critical infrastructures with different vulnerability and criticality 

levels. In this work, a contract-theoretic approach is proposed to solve the problem of resource 

allocation in critical infrastructure with asymmetric information. A control center (CC) is used to 

design contracts and offer them to infrastructures’ owners. A contract can be seen as an 

agreement between the CC and infrastructures’ owners. When the contract is put into use, the CC 

allocates resources and gets rewards in return. Contracts are designed in a way to maximize the 

CC’s benefit and motivate each infrastructure owner to accept a contract and obtain proper 

resources for its protection. Infrastructures are defined by both vulnerability levels and criticality 

levels which are unknown to the CC. Therefore, each owner of infrastructure can claim that 

theirs is the most vulnerable or critical to gain more resources. A novel mechanism is developed 

to handle such an asymmetric information while providing the optimal contract that motivates 

each infrastructure to reveal its actual type. The necessary and sufficient conditions for such 

resource allocation contracts under asymmetric information are derived. Simulation results show 

that the proposed contract-theoretic approach maximizes the CC’s utility while ensuring that no 

infrastructure owner has an incentive to ask for another contract, despite the lack of exact 

information at the CC. 
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3.7 Game Theory with Learning for Cyber Security Monitoring [23] 

Recent attacks show that threats to cyber infrastructure are not only increasing in volume, but are 

getting more sophisticated. The attacks may comprise multiple actions that are hard to 

differentiate from benign activity, and therefore common detection techniques have to deal with 

high false positive rates. Because of the imperfect performance of automated detection 

techniques, responses to such attacks are highly dependent on human-driven decision-making 

processes. While game theory has been applied to many problems that require rational decision 

making, we find a limitation on applying such a method on security games when there is limited 

information. In this work, we propose Q-Learning to react automatically to the adversarial 

behavior of a suspicious user to secure the system. This work compares variations of Q-Learning 

with a traditional stochastic game. Simulation results show the possibility of Naive Q-Learning, 

despite restricted information on opponents. 

3.8 A game theoretic approach to detect and co-exist with malicious nodes in wireless 

networks [24] 

Identification and isolation of malicious nodes in a distributed system is a challenging problem. 

This problem is further aggravated in a wireless network because the unreliable channel hides the 

actions of each node from one another. Therefore, a regular node can only construct a belief 

about a malicious node through monitoring and observation. In this work, we use game theory to 

study the interactions between regular and malicious nodes in a wireless network. We model the 

malicious node detection process as a Bayesian game with imperfect information and show that a 

mixed strategy perfect Bayesian Nash Equilibrium (also a sequential equilibrium) is attainable. 

While the equilibrium in the detection game ensures the identification of the malicious nodes, we 

argue that it might not be profitable to isolate the malicious nodes upon detection. As a matter of 

fact, malicious nodes can co-exist with regular nodes as long as the destruction they bring is less 

than the contribution they make. To show how we can utilize the malicious nodes, a post-

detection game between the malicious and regular nodes is formalized. Solution to this game 

shows the existence of a subgame perfect Nash Equilibrium and reveals the conditions that are 

necessary to achieve the equilibrium. Further, we show how a malicious node can construct a 
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belief about the belief held by a regular node. By employing the belief about the belief system, a 

Markov Perfect Bayes–Nash Equilibrium is reached and the equilibrium postpones the detection 

of the malicious node. Simulation results and their discussions are provided to illustrate the 

properties of the derived equilibria. The integration of the detection game and the post-detection 

is also studied and it is shown that the former one can transit into the latter one when the 

malicious node actively adjusts its strategies. 

3.9 Modeling Cooperative, Selfish and Malicious Behaviors for Trajectory Privacy 

Preservation Using Bayesian Game Theory [25] 

As new mobile Wireless Sensor Networks (mWSNs) for location-aware applications are 

emerging, trajectory privacy invasion is becoming an indispensable issue. Many promising 

techniques are under development. Considering the decentralized network architecture, most of 

Trajectory Privacy Preservation (TPP) techniques rely on the cooperation from peer nodes, 

cluster headers, or a third party. However, only a few works have addressed the issue of selfish 

behaviors in such cooperation required techniques. Nevertheless, the problem of facing selfish 

and compromised nodes in the non-cooperative and hostile environment is rarely touched upon. 

In this work, we apply Bayesian game theory to model cooperative, selfish and malicious 

behaviors of autonomous mobile nodes in decentralized mWSNs. We formulate and analyze the 

TPP game among peer nodes in both strategic and dynamic forms. The equilibrium strategies for 

users to evaluate the degree of trust in participating in in-network TPP activities are provided and 

analyzed in theoretical and simulation results. 

3.10 Cyber Security Resource Allocation: A Markov Decision Process Approach [26] 

An effective defense-in-depth in cyber security applies multiple layers of defense throughout a 

system. The goal is to defend a system against cyber-attack using several independent methods. 

Therefore, a cyber-attack that is able to penetrate one layer of defense may be unsuccessful in 

other layers. Common layers of cyber defense include: attack avoidance, prevention, detection, 

survivability and recovery. It follows that in security-conscious organizations, the cyber security 

investment portfolio is divided into different layers of defense. For instance, a two-way division 
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is agility and recovery. Cyber agility pursues attack avoidance techniques such that cyber-attacks 

are rendered as ineffective; whereas cyber recovery seeks to fight-through successful attacks. We 

show that even when the primary focus is on the agility of a system, recovery should be an 

essential point during implementation because the frequency of attacks will degrade the system 

and a quick and fast recovery is necessary. However, there is not yet an optimum mechanism to 

allocate limited cyber security resources into the different layers. We propose an approach using 

the Markov Decision Process (MDP) framework for resources allocation between the two end 

layers: agility and recovery. 

4.0 Results and Discussion 

The game theoretic approach can capture the interaction between defenders and attackers. When 

we use game theoretical approaches to design or implementation in cyber systems, we should 

consider the following issues: 

1) Rationality: Almost all game theoretic models applied to cyber security mainly focus on

equilibrium strategy in the action profiles of defenders and attackers. However, in a real

cyber system, due to bounded rationality and limited information, it is difficult for both the

attacker and the defender to always perform the best-response actions. Furthermore, in cases

where multiple equilibria exist, it is unclear which the players will choose or even if they can

agree to choose one at all. Our work addresses limited rationality in [6, 7, 27].

2) Incomplete information: In a real cyber system, when the attacker and defender make their

decision, they often consider many uncertain but real factors such as how much traffic is

generated in a general network, the signal to noise ratio (SNR) and/or power of nodes in a

wireless network. However, in a realistic scenario, the defender cannot observe all

information perfectly. Therefore, the defenders should be able to analyze and understand the

environment. Learning the changing of environment can decrease the convergent speed to the

equilibrium and make the implementation be more complex. We propose in [23] that

machine learning be applied when there is limited information to formulate a security game.

3) Multiple layers of protection: The literature [28] targeted one specific defense mechanism by

the defender that tries to maximize its payoff by setting appropriate parameters. However, the

existence of multi-layers defenders protecting against attack, which are often implemented in
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present cyber systems, is disregarded. Therefore, an appropriate game approach is required to 

answer how multi-layers defender can protect against attacks when the defending layers are 

implemented at the same time and how they can enhance the other layers. We are 

investigating a game theoretic approach with multiple layers of defense in our new AFOSR 

funded in-house research Cloud ARMS (Allocation, Replication, Monitoring, and Sharing). 

Finally, some game theoretic works model a security game as two-player games in which 

multiple attackers or defenders are considered as one entity. The two-player game is a reasonable 

model if those multiple attackers or defenders coordinate to have the same strategies and payoffs, 

but may not be realistic in a practical system due to the potential diversity of the strategies and 

payoffs of the attackers and defenders. More research is needed to address the different 

uncertainties we discussed in this section. 

5.0 Conclusions 

We have demonstrated that game theory provides a rich mathematical tool to analyze conflict 

within strategic interactions and thereby gain a deeper understanding of cyber security issues. 

Our work has applied game theory to numerous cyber security problems: cloud security, cyber 

threat information sharing, survivability, hardware Trojans, critical infrastructure protection, 

Online Social Network (OSN), and cyber security monitoring. However, there are still several 

challenges such as limited rationality, incomplete information, and the possibility of multiple 

layer of cyber defence that need further investigation. 
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